MpunoxxeHue Ne2. MIHhopMaLNOHHas NaMATKa /151 06y4vatoLWMXCs Af1s1 pasmMeLLleHNs Ha
omymanbHbIX MIHTepHeT-pecypcax

C KaXabIM rofom MONOAEXMU B MHTEPHETE CTaHOBUTLCA 60/1bLUE, a LWKOJIbHUKM oAHWN M3
CaMbIX aKTUBHbIX MOMNb30BaTeNei PyHeTa. Me)K,qy TEM, MOMMMO OFpoOMHOro KOJIN4ecTBa

BO3MOXXHOCTEM, MHTEPHET HeCceT U NpobaemMbl. 3Ta NamaTKa A0/HKHA NOMOYb Tebe 6e3onacHo
HaxoAMTbCA B CETW.

KoMnbloTepHble BUPYCHI

KoMnbloTepHbIlA  BUPYC -  3TO  Pa3sHOBWMAHOCTb  KOMMBbKOTEPHbIX — NPOrpamm,
OTNNUNTENbHOW  OCOGEHHOCTbID  KOTOPOW  SBNMSIETCA  CMOCOBHOCTb K PasMHOXEHWID. B
[OMOJIHEHME K 3TOMY, BMPYCbl MOFYT MOBPEAUTbL MU MOMHOCTLH YHUUTOXWUTL BCE (halifibl 1
JaHHble, MOAKOHTPO/IbHbIE MOMb30BATENH, OT MMEHU KOTOPOro Obina 3amylieHa 3apaEéHHas
nporpammMa, a Take MOBPeAWUTb WM AAXKE YHUUTOXMTb OMEepaLMOHHYH CUCTEMY CO BCEMMU
(haiinamm B LenoM. B 60/bLIMHCTBE ClyYaeB PacrnpoCTPaHATCS BUPYChl Yepe3 UHTEPHET.

MeTogbl 3aWmnTbl OT BPEJOHOCHbIX NPOrpamm:

1 Wcnonb3yil cOBPEMEHHbIE OMEPALNOHHbIE CUCTEMbI, MMEIOLLINE CEPbE3HbI YPOBEHb
3alnTbl OT BPEAOHOCHbIX NPOrpamm;

2. T1OCTOAIHHO ycTaHaB/nMBaim nadytv (LWUpoBble 3annaTku, KOTOpble aBTOMATUYeCKM
yCTaHaB/MBAKTCA C Le/blo fopabTKM nporpaMmbl) v Apyrue O6GHOBMIEHUS CBOEA
onepaumroHHoN cucTembl. CKaumBail MX TOMIbKO C OpULMaNbLHOTO calita paspaboTumka
OC. Ecnu cyLiecTBYeT peXxuM aBTOMaTUHYeCKOro 06HOBEHNS, BK/OUYN €ro;

3. Pa6oTali Ha CBOEM KOMMbIOTepe Mof rnpasaMu Mnosb3oBaTtess, a He agMUHUCTPATopa.
3T0 He NO3BOMUT GOMBLUMHCTBY BPEAOHOCHBLIX MPOrpaMM WHCTa/IMPOBaTbCA Ha
TBOEM MepPCOHaIbHOM KOMIMbIOTEPE;

4. KVcnonb3yi aHTUBMPYCHbIE MPOrpamMMHble NMPOAYKTbl U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMAaTUYECKUM OOHOBNEHNEM 0a3;

5. OrpaHnyb PU3NYECKNIA LOCTYN K KOMMbIOTEPY A1 NOCTOPOHHUX JIULL;

6. Mcnonb3yii BHeLHMe HOCUTENN UHAOPMaL MK, TaKne Kak (iewka, ANCK unun gainn uns
WHTEepPHeTa, TOMbKO M3 NPogiepeHHbIX UCTOYHVKOB;

7. He OTKpblBail KOMMbIOTEPHbIE (hali/ibl, MOMyYEHHble U3 HEeHaEXHbIX UCTOYHUKOB.

[axe Te (aiinbl, KOTOpble MNpucnan TBOW 3HAKOMbIA. Jly4ylle YTOYHW Y HEro,
OTNpaB/sN N1 OH Tebe ux.

CeTun WI-FI

Wi-Fi - 370 He BMA nepefayn JaHHbIX, HE TEXHOMOINA, a BCEro b bpeHs, Mapka. Eue
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHs «WECA», uto 0603Ha4ano
cnosocoyetaHme «Wireless Fidelity», koTopbllii NepeBOAMTCA KaK «6eCcnpoBOAHas TOYHOCTb.

[o Hawero BpemeHW fowna apyras abbpeBmaTypa, KOTopas ABNAETCH TaKOWh ke
TexHonorunein. 3to abopesmatypa «Wi-Fi». Takoe Ha3BaHMe 6bI10 AaHO C HAMEKOM Ha CTaHAapT
BbICLUMI 3BYKOBOW TexHWUKW Eli-Fi, 4TO B NnepeBoje 03Ha4aeT «BbICOKAsA TOYHOCTbY.

[a, 6ecnnatHblii MHTEPHET-AOCTYN B Kadie, OTENsX U asponopTax SBASETCS OTAUYHOM

BO3MOXXHOCTbO BbIX0fa B MHTEPHET. HO MHOrMe 3KcnepTbl CUMTAIOT, YTO 06LenocTynHble Wi-
Fi ceTn He aBna0TCA 6€30NacHbIMU,

CoBeTbl N0 6e30nacHOCTX paboTe B 06WeA0CTYMNHbIX ceTax Wi-fi:



He nepefaBali CBOK NMYHYIO MH(OpMauuto 4vepes obuwepocTynHble Wi-Fi ceTw.
PaboTas B HUX, >enateslbHO He BBOAWTbL Maponv LOCTyna, JIOTWHbI U KakKue-TO
HOMepa;

Wcnonb3yit 1 06HOBNAK aHTUBMPYCHbIE NpOrpaMMbl U GpaHamayep. Tem cambiM Tl
o6e3onacuLlb ceba OT 3aKauku BMpyca Ha TBOe YCTPOMNCTBO;

Mpu wncnonb3oBaHun Wi-Fi oTkaouM yHKumio «O6wnii goctyn K aiinam u
npuHTepam». JlaHHad (YHKUMA 3akpbiTa N0 YMOJYaHWIO, OLHAKO HEeKOTopble
nonb3oBaTeNn aKTMBMPYIOT eé Ans ya06CcTBa NCMOob30BaHMS B paboTe nnm y4eobe;

He wcnonb3yii ny6nunuHblii WI-FI gns nepefayv NWYHbIX AaHHbIX, Hanpumep Ans
BbIX0/a B COLMa/bHbIE CETU U B 3NIEKTPOHHYIO MOYTY;

Mnonb3yii TONbKO 3awmiieHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-afpeca BBOAN UMEHHO «https://»;

B wmo6unbHOM TenehoHe  OTKMOUM  (PyHKUMO  «llogknoveHne K - Wi-Fi

aBTOMaTU4ecKn». He gonyckaii aBTOMaTMyeCcKOro NoAKMAYEHNS YCTPOKCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumarbHble ceTHu

CouuanbHble CETW aKTUBHO BXOASAT B Hally )XW3Hb, MHOTME NIIOAM PaboTatT W XKMBYT
Tam NOCTOSIHHO, a B Facebook y»e 3aperncTpMpoBaH MUAMAPS YeNoBEK, YTO ABNSETCS OHON
cefbMoii Bcex >uUTeneld mnaHeTbl. MHOrvMe Mnonb3oBaTeny He MOHUMAT, YTO MHOpMaLus,

pasMeLLeHHas UMW B COLMAbHbIX CETAX, MOXET ObITb HailgeHa 1 UCNOMb30BaHa KEM YIOAHO, B
TOM yuc/ie He 0653aTe/IbHO C 6/1arMMK HamepeHUIMU.

OCHOBHbI€ COBEThI N0 6e30MacHOCTL B CouManbHbIX CETAX:

1

OrpaHu4yb CNMCOK fApys3eil. Y Tebs B ApPYy3bAX He AOMKHO ObiTb CAyvaliHbIX W©
He3HaKOMbIX NIOAEN;

3auuuain cBOK 4YaCTHYH XM3Hb. He ykasbiBaii naponu, TeneoHbl, agpeca, faty
TBOEr0 POXAEHUA W [PYTYH NUYHYKO WH(QOPMaUUto. 3M0YMbIWAEHHUKA MOTyT
MCMoNb30BaTh AaXe MH(pOPMaLUIo O TOM, KakK Tbl M TBOM POAMTENN NiaHupyeTte
NPOBECTU KaHWUKY/bl;

3awuuar cBoko penyTauumio - [epXu ee B YACTOTE U 3aAaBaii cebe BONPOC: X0Ten 6bl
Tbl, 4TOObI Apyrve Nonb3oBaTeNn BUAENWU, YTO Tbl 3arpyxaewwb? Mogymain, npexpie
4yeM YTO-TO ony6/MKOBaTb, HANUCATb W 3arpy3unThb;

Ecnn Tbl roBOpULLb C NIOABMU, KOTOPbIX He 3Haelllb, He WUCMOJb3yi CBOE peasibHoe
UMSA W OPYTYH0 JIMYHYK0 WMH(OPMaLMK: WMMS, MECTO >KUTENbCTBA, MECTO Y4yebbl U
npoyee;

WN3beraii pasmelteHus gotorpaduii B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTH,
M0 KOTOPOW MOXHO Onpefe/inTb TBOe MECTOMOMIOXKEHNE;

Mpwy perncTpauum B coLManbHON CETU HEOOXOAMMO MCMOMb30BaTh CIOXHbIE Maponu,
cocTosLme 3 6YKB 1 LUDP 1 C KONNYECTBOM 3HAKOB He MeHee 8;

[ns coumanbHONW CeTu, NoYTbl U APYrnX CalToB HEOO6XOAMMO UCMO/b30BaTh pasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLNEHHWKX MOMTyYaT AOCTYN TOMbKO
K OHOMY MECTY, a He BO BCE Cpasy.

ONEeKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbIN — 3TO OYEHb YA0OHbLIA CNOCOO MaaTexei, OAHAKO CYLLECTBYIOT
MOLLUEHHMKWN, KOTOPbIE XOTAT MOMYYNTb 3TU AEHLIN.

ONEeKTPOHHbIE AEHbIN MOSBUIUCL COBCEM HELABHO M MMEHHO M3-3a 3TOF0 BO MHOIMX
rocyaapcTBax o CMX Mop He NPOMNMUCaHO MPO HUX B 3aKOHaX.


https://%c2%bb

B Poccum >xe OHM (YHKUMOHMPYIOT M O HUX Y>XKe MPOMNMUCaHO B 3aKOHe, TAe WX
pa3fenstoT Ha HECKOMbKO BUAOB - aHOHWUMHbIE M He aHOHUMHble. PasHuua B TOM, 4TO
aHOHVMHble - 3TO Te, B KOTOPbIX paspellaeTcsi MPOBOAMTL Onepauun 6e3 MAeHTUQMKaLUK
Mo/b30BaTeNs, a B HEAHOHUMHbIX MAEHTU(UKALMM NONb30BaTENS ABNSETCA 06513aTeNbHOM.

TaKkXe cnefyet pas3iMyatb 3MEKTPOHHbIE (PUaTHble AeHbr (paBHbl rOCYAapCTBEHHbLIM
Ba/toTam) U 3N1EKTPOHHbIE HePUATHbIE AeHbIN (He paBHbl FOCYAAPCTBEHHbLIM Ba/llOTaM).

OCHOBHbIe COBETbI N0 6e30MacHO paboTe C INEKTPOHHBIMU LEHbIaMMU:

1L TpuBXn K cYeTy MOOMNbHbLIA TeneoH. ITO cambllii YA0OHbIA N GbLICTPbIA CNOCOO
BOCCTaHOBUTb [OCTYN K CYeTy. [puBSA3aHHbIA Tene)oH MOMOXET, ecnn 3abyjellb
CBOI NNaTeXHblli Naponb UKW 3alifelb Ha CainT C HE3HAKOMOTO YCTPOICTBA,;

2. Wcnonb3yin ogHopasosble naponun. locne nepexoja Ha YCWIEHHYH aBTopM3auuto
Tebe yxe He OyAeT yrpoXKaTb ONacHOCTb KPaXKu WM nepexsaTa MaaTexHoro napons;

3. Bblbepu CnoxHbIi naponb. pecTynHWKam OyfeT He NpoCcTO yrafaTb CAOXHbINA
naposib. HagexxHble naponn — 3710 Naposiv, KOTOPble COAEPXKAaT He MeHee 8 3HAKOB U
BK/IIOYAIOT B CeBS CTPOUHbIE M MPOMUCHbIE BYKBbI, LU(PblI U HECKO/IbKO CYMBOJIOB,
Takune Kak 3HaK fofinapa, yHTa, BOCKAULATeNbHbIA 3HaK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM /INUHbIE JaHHble Ha caliTaX, KOTOPbIM He JoBepseLLb.

ONeKTpOoHHAdA noyTa

DNeKTPOHHasA nMoyTa — 3TO TEXHOOTMS U MPeAoCTaBNsSEMble €t YCYT NO NePeChbIKe 1
MOMYYEHNO 3MEKTPOHHbLIX COOOLLEHWNIA, KOTOpble PacMpefenstoTcs B KOMMbIOTEPHOW CEeTW.
O6bI4HO 3NEKTPOHHbII MOYTOBbIN ALK BbIFNSANT cnefyowmnm o6pasom:

MMSi_No/b30BaTeNss@uMsi_AioMeHa. Takxe KpoMe nepefayy MpoCcTOro TeKCTa, WMeeTcs
BO3MOXHOCTb NepeaaBaTh (haiifibl.

OCHOBHbIe COBETbI M0 6e30MacHOl paboTe C 3NEKTPOHHON MOYTOIA:

1 Haago BblOpaTh NpaBUbHbIV MOYTOBbLIA CEPBUC. B MHTEpPHETE €CTb OrPOMHbI BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO NyYlle A0BEPATb TEM, KOr0 3Haellb W KTO
nepBbiii B PEATUHTE;

2. He ykasbiBaii B IMYHOIN MOYTE NNYHYKO MH(OpMaumo. Hanpumep, nydile Bbi6paTh
«MY3blKa/bHbI_haHaT@» unn «pok2013» BMeCTO «TeMal3d»;

3. Vcnonb3yil AByxaTanHyto aBTopu3aumio. 310 Korga nomMvMo napons Hy>XHO BBOAWTb
Kog, npucblaemblii no SMS;

4. Bblbepy CNOXHbIA Naponb. [N KaX[oro Mo4YTOBOro AWMKa AO/MKEH OblTb CBOVA
HafeXHbll, YCTONYMBBIA K B3/IOMY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3Yi 3Ty
BO3MOXHOCTb;

6. Mcnonb3yil HECKOMbKO MOYTOBbIX AWMKOB. [epBbli AN1A YacTHOM Nepennckn ¢
ajpecatamy, KOTOpPbIM Tbl [JOBepselb. JTO 3/MEKTPOHHbIA ajpec He Hamo
MCMonb30BaTh NPU permcTpaymmn Ha popymax n canrax;

7. He oTkpbiBali (aiifnibl U Lpyrvue BIOXEHWUS B MUCbMax [LaXe eCciu OHW Npuwn ot
TBOMX [py3eid. Jlyylle YTOUHN Y HUX, OTMPaBAANIN I OHU Tebe 3aTu aisibl;

8. MMocne okoHYaHMA paboTbl Ha MOYTOBOM CEPBMCE Mepej 3aKpbiTUEM BKIaAKu C
ca/iToM He 3a0y/lb HaXaTb Ha «BbIATU».



Kn6BpOYNInHr nan BUpTyanbHOe U3AeBaTeNbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHUAMU, COAEPXKALLMMU  OCKOP6IeHHUS,

arpeccuio, 3anyruBaHue; XynMraHcTBO; couMasibHOe GOMKOTUPOBAHME C MOMOLLbH Pa3IMUHbIX
NHTEePHET-CepBNCOB.

OCHOBHble COBETbI N0 6opbbe C KNGepOyNIMHIOM:

1. He 6pocaiica B 60i. Jlyywmnin cnocob: NocoBeToBaTbCA KakK cebs BECTU W, ec/in HeT

TOro, K KOMY MOXHO 06paTWTbCA, TO BHayase YCMNOKOUTbCA. EcnM Tbl HayHellb

0TBeYaTb OCKOPO6/MEHUAMU Ha OCKOPO/IeHUS, TO TONIbKO ele 60Mblle PasoxOKellb

KOHM/INKT;

YnpaBnsii CBOen KnbeppenyTaLnei;

3. AHOHUMHOCTb B CeTU MHMMas. CyLlecTBYKOT CrocoObl BbISACHUTb, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

4. He CTOMT BECTU XY/IMTaHCKWIN 00pa3 BUPTYanbHOW XWU3HW. VIHTepHeT uKcmpyeT Bce
TBOM [eWCTBMS U COXPaHSAET UX. YAanuTb UX OyfeT KpaiHe 3aTpyLHUTENBHO;

5. Cobnopgali CBOW BUPTYasibHYH YeCTb CMOJIOAY;

6. WrHopupyin eauHWYHbIA HeratmB. OfHOpa3oBble OCKOPOWUTENbHbIE COO6LLEHUS
nydiie nrHopuposatb. O6bIYHO arpeccus NpekpawaeTcs Ha HayalbHOW CTaamu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMW COOBLLEHUAMMU, B COLMATBHBIX
CeTAX €CTb BO3MOXHOCTb G6/IOKMPOBKM OTMNPaBKXU COO6LLEHWUI C onpeseneHHbIX
aflpecos;

8 Ecnm Tbl  cBugeTens KubepbynnuvHra. TBOW  [eWCTBUA:  BbICTYMUTb  MPOTUB
npecnefosartens, nokasaTb €My, 4YTO €ero [JeicTBMA OLEHMBAKTCA HeraTuMsHO,
noafepXaTb >KepTBy, KOTOPOM HYXHa MNCUXONOrMYeckas MNOMOLLb, COO06WNTbL
B3POC/bIM O (haKTe arpeccrBHOr0O NoBeLEHUS B CETU.

o

Mo6uNbHLIN TenegoH

CoBpeMeHHble CMapTOHbl W NNaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bIii
(byHKLUMOHAN, ¥ Tenepb OHM MOTYT KOHKYpPMPOBaTb CO CTaLMOHApPHLIMU KOMMbOTEPAMM.
OpHako, cpefCTB 3aliWTbl A1 NOA06HbLIX YCTPOMCTB MNOKa 0YeHb Mano. TecTUpoBaHMe MU MOUCK

YA3BUMOCTEN B HUX NPOMCXOAUT He TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs u
MOOUIbHBIX MPUNOXKEHWIA.

CoBpeMEHHbIe MOBUbHBIE Gpay3epbl Y)Xe MPakTUUYECKU AOTHaN HACTO/bHbIE aHanoru,

O[HAKO pacliMpeHune (yHKLMOHaNa BfeYeT 3a CO60M 6GOMbLUYH CAOXHOCTb M MEHbLUYHO
3aLLULLEHHOCTb.

[laneko He BCce NPOM3BOAMTENN BbINyCKatOT OGHOBNEHUS, 3aKpblBatOLLE KPUTUYECKMe
ySI3BUMOCTU AN CBOWX YCTPOIACTB.

OCHOBHble COBETbI Ans 6e30MacHOCT MOBUNBLHOTO TenegoHa:

1. Hwnyero He sABnseTcs Mo-HacTosAwemy 6ecnnatHbiM. ByfAb OCTOPOXeH, BefAb Korpga
Tebe npepnaratoT 6GecnnaTHbIAi KOHTEHT, B HEM MOFYT ObiTb CKpPbITbl Kakue-To
nnaTHbIe YCNyru;

2. [Aymaii, npexzge yem oTnpasutb SMS, (0TO N BUAEO. Tbl TOYHO 3HaeLb, FAe OHU
OyoyT B KOHEYHOM mTOre?

Heobxo4MMO0 06HOBNATL OMepaLmoHHYI0 CUCTEMY TBOETr0 CMapTqOHa;
4. cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl A1 MOGUIbHbLIX TeNeqoHOB;

w



5. He 3arpy»ail NpuioXeHns 0T HEN3BECTHOTO MCTOYHMKA, BEAb OHU MOTYT COAEPXKaTb
BPEAOHOCHOE MPOrpaMMHOe 06ecneyeHue;

6. lMocne TOro Kak Tbl Bblilfellb C caiTa, rhe BBOAUI IMYHYIO MH(OPMaUUIo, 3ainan B
HacTpolikn 6paysepa 1 yganu cookies;

7. Tlepvoanyeckn NpoBepsii Kakue NnaTHble YCNyru akTUBUPOBaHbl Ha TBOEM HOMEpE;

8. [asain cBOV HOMep MOOGWUILHOIO TenethoHa TONLKO NHOAAM, KOTOPbIX Thbl 3HaEWb U
KOMY A0BepsieLlb;

9. Bluetooth gomkeH OblTb BbIKMKOYEH, KOrAa Thl MM He MOMb3yellbcs. He 3abbiBali
MHOT4a NPOBEPATL 3TO.

Online urpbl

CoBpEMEHHblE  OHMAWMH-UIPbl - 3TO KPacouHble, 3axBaTblBalOLiMe pPa3BlEYEHNS,
00bEMHSAIOLLME COTHU ThICAY YENOBEK MO BCEMY MuUpy. VrpOKW MCCNeaytoT AaHHbIA UM Mup,
06LarTca ApYr ¢ APYroM, BbIMOHAOT 3ajaHUs, CPKAOTCA C MOHCTPaMU U MOAYYaT OMbIT.

3a y[0BONbCTBME OHWM NAATAT: MOKYNawT [AMCK, OMNavymBatoT aGOHEMEHT WAM NpuobpeTaroT
KaKune-To Onuum.

Bce 3t cpeacTtBa MAYT Ha MOALEPXaHWe W pa3BUTME UrPbl, a TakKXKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPW3auWK, BbIMYCKAKOTCA HOBbIE MNatyu
(undppoBble 3annaTkK 419 NPOrpamm), 3aKpbIBarOTCA YA3BUMOCTU CepBEPOB.

B nogo6HbIX Mrpax CTOMT ornacaTbCsi He CTONbKO CBOMX COMEPHWMKOB, CKOMbKO Kpakii
TBOEro Napossi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopM3aL M 60NbLINHCTBA UT.

OCHOBHble COBeTbl N0 6€30MacHOCTN TBOEIO MIPOBOr0 aKKayHTa:

1. Ecnu gpyroi urpok BefeT cebs Naoxo uam cosgaet 1ebe HeNpuUATHOCTK, 3a6/10KUPY i
ero B CMMCKe UrPOKOB;

2. Moxanyiics agmMWHUCTpaTOpam Wrpbl Ha M0X0e MOBefeHMe 3TOT0 UrpPoKa,

XXenaTeNbHO NPUIOXKNTL Kakne-TO A0Ka3aTeNnbCTBa B BUAE CKPVHOB,;

He yka3sbiBali TMUYHY0 UH(OpMaLMIO B Npodialine urpsbl;

YBaxali Apyrnx y4acTHUKOB MO UTpe;

He ycTaHaBnuBaii HeouLmManbHble NaTum 1 MOAbl;

cnonb3yii cnoxHble 1 pasHble Naponu;

[laxxe BO BpeMsi Urpbl He CTOWT OTK/YaTb aHTUBMpYC. MoKa Tbl WMrpaellb, TBOMN
KOMMbIOTEP MOTYT 3apasnTb.

~No oA w

OULLNHT UK Kpa>Ka IMYHbIX AaHHbIX

OObIYHON KpaXkei [eHer W [OKYMEHTOB CerofHsi Y)e HUKOro He YAMBULbL, HO C
Pa3BUTUEM  MHTEPHET-TEXHOMOIWIA  3/M0YMbILUNEHHUKA  MNEPEMECTUNCL B WHTEPHET, U
NPOAOMKAKT 3aHNMATLCS «/THOOMMbIM» AEI0M.

Tak nosiBUNach HoBas Yrposa: WHTEPHET-MOLLUEHHWUYECTBA WAWN (ULLIWHT, TNaBHas LENb
KOTOPOro COCTOWT B MOMYYeHUM KOHDMAEHUMaNbHbIX AaHHbIX NOMb30BaTeNeii — NOrMHOB

naponeir. Ha anrnuinickom asbike phishing untaetca kak gpuwmnHr (ot fishing — pbibHas noens,
password — naporsb).

OCHOBHble COBeTbl M0 60pbOE C QULLIMHIOM:

1 Cnegn 3a cBOMM akKayHTOM. Ecnm Tbl nogo3peBaellb, UYTO TBOSI aHKeTa Oblna

B3/10MaHa, TO Heo6XoAMMO 3a6/10KMpPOBaTb €€ W COOOWMUTL afMUHUCTPaTOpam
pecypca 06 3TOM KaK MOXHO CKOpeg;



2. Wcnonb3yid  6esonacHble Beb-caiTbl, B TOM 4uCNe, WHTEPHET-MarasMHoB WU
MOMCKOBbIX CUCTEM;

3. Mcnonb3yil CnoXHble W pa3Hble Naponn. Takum o6pa3om, ecnu Tebs B3NOMaroT, TO
310YMbILLNIEHHUKMN NOMYyYaT AOCTYN TO/IbKO K O4HOMY TBOEMY MPOMUI0 B CETK, a He
KO BCEM,;

4. Ecnn Tebs B3nOManu, TO Heo6X04MMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX,
KOTOpble J06aBneHbl y Te6s B APY3bsX, O TOM, YTO Tebs B3N10OManu 1, BO3SMOXHO, OT
TBOEro MMeHu 6yAeT paccbliaTbCA Cram M CCbIIKA Ha (PULLNHIOBbLIE CalTbl;

5. YcTaHOBM HafexXHbl naponb (PEM) Ha MOGUbHbBIA TenedoH;

OTKNOUM COXpaHeHue napons B bpaysepe;

7. He oTKpbiBail (haitibl U gpyrve BNOXEHWUA B NUCbMaxX AaXKe eCin OHW MPULIIn OT
TBOWUX ApY3eit. Jlyylle yTOYHW Y HUX, OTNPaBASAN NN OHX Tebe 3aTu (alibl.

o

Linchposas penyTawus

LimdpoBas penyTtauma - aTo HeraTMBHasA WM NO3UTUBHaA MH(OPMaLuMA B CETU O Tebe.
KomnpomeTvpytowas mMHgpopmaums pasMelleHHas B UHTEPHETe MOXET Cepbe3HbiM 06pa3om
0TpasnTbCA Ha TBOEW peasibHOM XM3HW. «Llndposas penyTaymsa» - 370 TBOW UMUK, KOTOPbIiA
(hopmupyeTca U3 MHpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XWTENbCTBA, Y4ebbl, TBOE (IMHAHCOBOE MOMIOXKEHME, 0COBEHHOCTY XapaKTepa
1 paccKasbl 0 6AN3KUX - BCe 9TO HaKan/jMBaeTCs B CETW.

MHOrme NoAPOCTKM NIErKOMbIC/IEHHO OTHOCATCA K Ny6/aMKauum NMYHON MHGpopMauum B
NHTepHeTe, He NOHMMasA BO3MOXHbIX MOCMEACTBUIA. Thl faXe He CMOXeLlb J0rajarbcs O TOM,
4TOo (hoTOrpagms, pasmeleHHas 5 net Hasag, ctana NPUUNHON 0TKa3a NPUHATL Tebs Ha paboTy.

KoMmeHTapmmn, pasmelleHne TBOMX (oTorpaduii m  apyrvme [eicTBus MOFYT He
MCYE3HYTb [aXe MOocfe TOoro, Kak Tbl WX YyAaiuwb. Tbl He 3Haellb, KTO COXpaHWUn 3Ty
MH(opMauMio, nonana M OHa B MOMCKOBbIE CUCTEMbI M COXPaHMMACh NI OHa, a FMaBHOE: YTO
noaymaroT 0 Tebe OKpyXKalollee NoaW, KOTOpble HaayT U yBUAAT 3T0. HaliTu nHGopmauuio
MHOIF0 NIeT CAYCTS CMOXET /060 - Kak M3 A00pbiIX NOOYXAEHWA, TaK U C HaMEepPeHMeEM
NPUYNHUTL Bped. STO MOXET ObITb KTO YIOAHO.

OCHOBHbI€ COBETbI MO 3aWuUTe LUDPOBOIA penyTauuu:

1 TMMopywmaii, npexge 4eM 4To-TO Ny6/MKOBaTb U nepefdasatb y cebsi B 6nore wnn B
counanbHol ceTtu;

2. B HacTpoiikax npoguns ycTaHOBM OrpaHnYeHnsi Ha MPOCMOTP TBOEro MPogunns u ero
COAEPXMMOrO, CAenai ero ToNbKO «As Apy3ei»;

3. He pasmelyaii 1 He yKasblBali MH(OpPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnatb
Nnn 0bmxartb.

ABTOpCKOe Nnpaso

CoBpeMEHHbIE  WIKONbHWUKN- aKTUBHblE MO0/b30BAaTENN  LM(POBOr0 MPOCTPaHCTBA.
OfHaKo [aneko He BCe 3HAKT, YTO MONb30BaHME MHOTMMK BO3MOXHOCTSIMU LM(POBOro mmpa
TpebyeT cO6M0AEHNS NPaB Ha MHTENNEKTYallbHY0 COBCTBEHHOCTD.

TepMUH  «UHTENNEKTYyaNbHas COGCTBEHHOCTb» OTHOCUTCS K PasNMUHbIM TBOPEHUAM
Ye/I0BEYECKOr0 YMa, HauMHas C HOBbIX M306PETEHUIH 1 3HAKOB, 0603HaYalOLLMX COGCTBEHHOCTb

Ha MpoAyKTbl W YCAYyr¥M , W 3aKaHuMBas KHUramu, oTtorpagmamu, KuHO(QUIbMaMU W
MY3bIKa/lbHbIMU NPON3BEAEHUAMU.



ABTOpPCKME MpaBa - 3TO MpaBa Ha MHTENNIEKTYa/lbHY0 COBCTBEHHOCTb Ha NPOM3BeSEHUA
HayKuW, NNTepaTypbl U UCKYcCTBA. ABTOPCKME MNpaBa BbICTYMNakT B KaYeCTBE rapaHTUK TOro, YTO
VHTENNEKTYa/IbHbI/TBOPYECKNIA TPYA aBTOpa He OyAeT HanpacHbIM, JacT eMy CrnpaBef/vBble
BO3MOXHOCTW 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyfAa, MOAy4MTb U3BECTHOCTb W MPU3HAHWE.
HWKTO 6e3 paspeLLeHns aBTOpa He MOXXET BOCMPOM3BOAUTL €r0 NPOU3BELEHME, PACNPOCTPaHSATD,
ny6/IM4HO [EMOHCTPUPOBaTb, MpPOAaBaTb, WMMMOPTMPOBaTb, MyCKaTb B MPOKaT, My6/MYHO
MCMOMHATb, NOKa3blBaTb/MCNONHATL B 3Mpe Um pasmelLatb B VIHTepHeTe.

Mcnonb3oBaHWe «NMpaTCKoOro» NporpaMMHOro 06ecneqeHns MOXeT NPUBECTU K MHOTUM
pyUCKam: OT MOTEpU [JaHHbIX K TBOMM aKKayHTaM A0 6JI0KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOBNEHHbIA He nerajbHas nporpaMma. He cTOMT Takxke 3abblBaTb, UTO CyLLecTByeT
neranbHble U 6ecniaTHble MPOrpaMMbl, KOTOPblE MOXHO HaliTW B CETH.

O nopTane

CeTeBMYOK.ph - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXelb Y3HaTb O
6€30MacHOCTN B CETW MOHATHbIM W AOCTYMHbLIM S3bIKOM, a NPU BO3HWKHOBEHWUW KPUTUYECKOIA

CUTyaummn 06paTUTLCS 3a COBETOM. A TakXe MPUHATb yyacTue B KOHKypcax W CTaTb CaMblM
LM(POBBIM rpaXjaHUHOM!



